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PROJET TEEVA

20/09/2018

 Travaux réalisés dans le cadre du projet TEEVA: 
Trusted Environment Execution eVAluation

 Partenaires
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SUMMARY

20/09/2018

1) Context of testing

2) Threats related to the test infrastructures

3) Proposed countermeasures: Scan Encryption

4) Application of the proposed countermeasures

5) Conclusion

Présentateur
Commentaires de présentation
My presentation will follow this plan: firstly I will present the principle of scan attacks, then I will present the new countermeasure consisting in the encryption of the scan chain. Then I will show the implementation with 2 ciphers: block or stream. Finally, I will conclude my talk with the comparison between both implementations.
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SUMMARY

20/09/2018

1) Context of testing

 Design-for-Testability (DfT)

 Test standards

2) Threats related to the test infrastructures

3) Proposed countermeasures: Scan Encryption

4) Application of the proposed countermeasures

5) Conclusion

Présentateur
Commentaires de présentation
My presentation will follow this plan: firstly I will present the principle of scan attacks, then I will present the new countermeasure consisting in the encryption of the scan chain. Then I will show the implementation with 2 ciphers: block or stream. Finally, I will conclude my talk with the comparison between both implementations.
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CONTEXT OF TESTING

 Test of circuit is a mandatory step in IC production

20/09/2018

• DESIGN-FOR-TESTABILITY (DFT)
• TEST STANDARDS

Cannot rely on test 
procedure applied on 

primary inputs/outputs 
=> Design-for-Testability

Présentateur
Commentaires de présentation
Firstly, I will introduce you the context of testing. The test of circuit is a mandatory step in IC production. It ensures that the integrated circuit is without defects. The test consists in applying patterns on the circuit to collect test responses. The obtained test responses are then compared with the expected ones obtained by simulation. The circuits with defects can thus be easily detected.
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 Most popular method for Design-for-Test = Scan chains
 Replace original FF by Scan FF connected serially together
 Extra port « Scan-In » => total control on internal states
 Extra port « Scan-Out » => total observation on internal states

20/09/2018

SCAN CHAINS
• DESIGN-FOR-TESTABILITY (DFT)
• TEST STANDARDS

Test 
patterns

Test 
responses

Présentateur
Commentaires de présentation
The most popular method for DfT is the scan chains. They consist in replacing the original FF by scan FF connected serially together. The serial input called scan in gives controllability on the internal states, and the serial output called scan out gives observability on the internal states of the circuit. The control and the observation offered by the scan chains allows testing the circuit easily and quickly.
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 Extra-DfT: insertion of test points
 Goal: increase the fault coverage FC% and/or 

reduce the number of patterns K

Primary 
Inputs

Primary 
Outputs

Scan-In Scan-Out

Control point Observation points

20/09/2018

INSERTION OF TEST POINTS

FC% =  90% K = 120FC% = 100% K = 105 => reduce test time

• DESIGN-FOR-TESTABILITY (DFT)
• TEST STANDARDS
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 IEEE 1149 (JTAG) for board testing + diagnosis & debug facilities

20/09/2018

Device 1 Device 2 Device 3TDI TDO

TMS TCK

 IEEE 1500 for cores testing in a SoC

 IEEE 1687 (IJTAG) for embedded instruments

TDO

Device

IR

BYP

IDCODE

Scan chain

TDI

TAP 
controller

TMS TCK

BS
R

BS
R

TEST STANDARDS
• DESIGN-FOR-TESTABILITY (DFT)
• TEST STANDARDS

Présentateur
Commentaires de présentation
The test interface includes standards such as the JTAG using for board testing in a first place. Now several features are included such as debugging features. The JTAG connects into a daisy chain several devices through a serial input TDI and a serial output TDO. These serial ports allow accessing different registers: Instruction registers to select the instruction to execute, the Bypass consisting in one FF, the IDCODE giving the identification of the device, and the scan chains to test the circuit accessible through the boundary scan. Others registers can be added on the standards. All the operations are controlled by a FSM, called TAP controller, with the TMS and TCK inputs. 
Others standards exist: the IEEE 1500 for cores testing in a SoC and the IEEE 1687 for accessing the embedded instruments.
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SUMMARY

20/09/2018

1) Context of testing

2) Threats related to the test infrastructures

 Overview of the threats

 Scan attacks

 Security analysis on TEE

3) Proposed countermeasures: Scan Encryption

4) Pros and cons of the proposed countermeasures

5) Conclusion

Présentateur
Commentaires de présentation
My presentation will follow this plan: firstly I will present the principle of scan attacks, then I will present the new countermeasure consisting in the encryption of the scan chain. Then I will show the implementation with 2 ciphers: block or stream. Finally, I will conclude my talk with the comparison between both implementations.
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Device 1 Device 2 Device 3TDI TDO

TMS TCK

TDO

Device

IR

BYP

IDCODE

Scan chain

TDI

TAP 
controller

TMS TCK

BS
R

BS
R

 Untrusted devices

 Malicious users 
(example: scan attacks)

Rosenfeld et al., Attacks and Defenses 
for JTAG, IEEE Design & Test 2010

Malicious device

Scan chain

Unauthorized 
user

Yang et al., Secure Scan: A Design-for-Test
Architecture for Crypto Chips, TCAD’06

THREATS
• OVERVIEW OF THE THREATS
• SCAN ATTACKS
• SECURITY ANALYSIS ON TEE

Présentateur
Commentaires de présentation
The observability and the controllability offered by the test interface implies threats. A first considered threat comes from inside the circuit, when a malicious device is implemented in the test daisy-chain. In this example, the device 2 can steal the potential confidential data passing through it, and also it can fake the test responses of the device 1, giving a bad feedback to the tester. The second threat comes from an external tester wanting to steal confidential data such as a secret key of a crypto-processor by carrying out scan attacks for example. I will present more in details the scan attacks.
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 Exploit the scan chain by an attacker => Scan attacks
 Goal: Retrieve embedded secret data
 Exploit observability or controllability offered by scan chains
 Principle: switch between functional and scan modes

Combinational Logic
Non-scan FFs

FF FF FF FF

Clock
Scan Enable

Scan-In

Primary 
Inputs

Primary
Outputs

Scan-Out

Scan chain

Data related 
to the secret

• OVERVIEW OF THE THREATS
• SCAN ATTACKS
• SECURITY ANALYSIS ON TEESCAN ATTACK PRINCIPLE

Présentateur
Commentaires de présentation
Scan attacks exploit obs. and contr. offered by scan chains in order to retrieve embedded secret data. When the circuit embeds a secret, data related to the secret can be captured in the scan FFs in functional mode and then observed by an attacker by switching the circuit in scan mode. The principle target of the scan attacks is crypto-processors. I will show you the details of the attack on AES.
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 Advanced Encryption Standard (AES)
 Ciphertext after 10 rounds
 Not secure after 1 round

 Attack pre-requisites
 Attacker can switch between 

functional and test modes
 Scan chain includes

FFs of the round register

 Attack principle
 Observation of the scan chain 

after 1 round

ScanIn

ScanOut

SubBytes

ShiftRows

MixColumns

Round

Key 
Generation

PlainText – 128 bits

CipherText – 128 bits

Secret Key
128 bits

b

c

d

e

R

a

RegisterOther FFs

Yang et al., Secure Scan: A Design-for-Test Architecture for Crypto Chips, TCAD’06
20/09/2018

• OVERVIEW OF THE THREATS
• SCAN ATTACKS
• SECURITY ANALYSIS ON TEESCAN ATTACK ON AES

Présentateur
Commentaires de présentation
AES is the Advanced Encryption Standard, a block cipher that encrypt a plaintext of 128 bits in 10 rounds. One round is composed of the operations that you can see in the figure. 10 rounds are necessary to ensure the confusion and the diffusion of the key on the plaintext. Therefore, one round is not secure. The attacker will target the result after the first round in order to steal the secret key. The pre-requisites are that the attacker is able to switch between functional and test modes, and the round register belongs to the scan chain. The principle is then to observe the scan chain after 1 round.
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 Application of a first 
vector

1) Reset
2) Normal mode

• 1 AES round

3) Test mode
• Scan out the round 

register content

ScanOut

SubBytes

ShiftRows

MixColumns

Round

Key 
Generation

Vector 1

CipherText – 128 bits

Secret Key
128 bits

b

c

d

e

R

a

ScanIn

RegisterOther FFs

x

Yang et al., Secure Scan: A Design-for-Test Architecture for Crypto Chips, TCAD’06
20/09/2018

• OVERVIEW OF THE THREATS
• SCAN ATTACKS
• SECURITY ANALYSIS ON TEEDIFFERENTIAL ATTACK

Présentateur
Commentaires de présentation
The attack is differential consisting by applying pairs of vectors. Firstly, the attacker reset the circuit and apply the first vector in normal mode. When one round is executed, the attacker switches the circuit in test mode and collects the scan chain content.
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ScanOut

SubBytes

ShiftRows

MixColumns

Round

Key 
Generation

Vector 2

CipherText – 128 bits

Secret Key
128 bits

b'

c'

d'

e'

R'

a'

ScanIn

RegisterOther FFs

x

Rx

 Application of a second 
vector

1) Reset
2) Normal mode

• 1 AES round

3) Test mode
• Scan out the round 

register content

Yang et al., Secure Scan: A Design-for-Test Architecture for Crypto Chips, TCAD’06
20/09/2018

• OVERVIEW OF THE THREATS
• SCAN ATTACKS
• SECURITY ANALYSIS ON TEEDIFFERENTIAL ATTACK

Présentateur
Commentaires de présentation
The attacker repeats these steps for a second vector.
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 Hamming distance

RegisterOther FFs

x

RegisterOther FFs

x R

R'

…00000000000… R xor R'

 Attacker applies pairs of input values until hamming distance equal 
to specific values => key byte revealed

 On average, 32 trials
⇒ 512 trials to retrieve the whole 128-bit key

Yang et al., Secure Scan: A Design-for-Test Architecture for Crypto Chips, TCAD’06
20/09/2018

• OVERVIEW OF THE THREATS
• SCAN ATTACKS
• SECURITY ANALYSIS ON TEEDIFFERENTIAL ATTACK

Présentateur
Commentaires de présentation
With the results of the two vectors, the attacker performs the Hamming distance between them. Since the other FFs don’t belong to the AES, the computation of the Hamming distance is between R and R’, the content of the round register for the 2 applied vectors. The attacker try pairs of input values until the hamming distance is equal to specific values that allows him to reveal a key byte. On average, he needs 32 trials. Overall, 512 trials are needed to retrieve the whole 128-bit key.
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THREATS ON TEE?

 Test & Debug access = an open door for attacks

20/09/2018

Test / Debug access

• OVERVIEW OF THE THREATS
• SCAN ATTACKS
• SECURITY ANALYSIS ON TEE

 Accessing the scan chains => no differentiation between 
data processed and saved in Non Secure and Secure world
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SECURITY ANALYSIS ON TEE

 Industrial practice to ensure protection: 
disconnection of the access to the scan chains

20/09/2018

Test / Debug access

• OVERVIEW OF THE THREATS
• SCAN ATTACKS
• SECURITY ANALYSIS ON TEE

 Disadvantages:
 In-field diagnosis and 

debug impossible
 Probing on 

disconnected access
⇒ Circumvent the 

countermeasure
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SUMMARY

20/09/2018

1) Context of testing

2) Threats related to the test infrastructures

3) Proposed countermeasures: Scan Encryption

 Principle of Scan Encryption

 Implementation with block cipher

 Implementation with stream cipher

4) Application of the proposed countermeasures

5) Conclusion

Présentateur
Commentaires de présentation
My presentation will follow this plan: firstly I will present the principle of scan attacks, then I will present the new countermeasure consisting in the encryption of the scan chain. Then I will show the implementation with 2 ciphers: block or stream. Finally, I will conclude my talk with the comparison between both implementations.
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SCAN ENCRYPTION

 Solution: test communication encryption

20/09/2018

Device 1 Device 3TDI

TMS TCK

 Input decryption prevents sending desired test data
 Output encryption prevents reading plain test responses

Malicious device

Dec Enc

Decrypted 
data

Unauthorized user Unauthorized user

TDO

Encrypted 
data

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER

Chip

Présentateur
Commentaires de présentation
One protection against this threat model is to encrypt the data, providing confidentiality on the test communication. The input decryption prevents sending desired data from an external attacker or a malicious device. The output encryption prevents reading plain test responses. The test and debug is only possible by authorized user knowing the secret key. The tester encrypts off-chip the test patterns. The encrypted test patterns are decrypted on-chip before applying to the device. The test responses are decrypted during the shifting out operations. The tester has just to decrypt them off-chip in order to compare with expected test responses. 
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SCAN ENCRYPTION

 Solution: test communication encryption

20/09/2018

Device 1 Device 3TDI

TMS TCK

 Input decryption prevents sending desired test data
 Output encryption prevents reading plain test responses
 Test/debug only possible by authorized user knowing the secret key

Malicious device

Dec Enc

Test 
patterns

Encryption Decryption

Test 
responses

Unauthorized user Unauthorized user

TDO

Authorized user Authorized user

Symmetric ciphers

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER
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SYMMETRIC CIPHER

20/09/2018

 2 types of symmetric cipher: stream and block ciphers

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER

Présentateur
Commentaires de présentation
The stream cipher is a symmetric cipher. It encrypts and decrypts the data with the same secret key. 2 types of symmetric cipher exist: the stream and the block ciphers.
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STREAM CIPHER / BLOCK CIPHER

 Stream cipher encryption
 Keystream XORed bitwise

with the plaintext

 Block cipher encryption
 Confusion and diffusion on

a block of plaintext

20/09/2018

Plaintext 𝑅𝑅

Ciphertext 𝑐𝑐

Block cipher

N

N

𝐾𝐾𝐾𝐾𝐾𝐾

Pseudo-Random 
Generator

Plaintext 𝑅𝑅 Ciphertext 𝑐𝑐

Keystream 𝑆𝑆(𝐼𝐼𝐼𝐼,𝐾𝐾𝐾𝐾𝐾𝐾)

𝐼𝐼𝐼𝐼

𝐾𝐾𝐾𝐾𝐾𝐾

1
1 1

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER

+ "Naturally" adapted to serial test communication (JTAG, IEEE 1500, IJTAG)
+ Smaller area footprint compared to block ciphers

+ Strong security 
- But cost?

- But security?

Présentateur
Commentaires de présentation
The stream ciphers are based on PRG. It takes as inputs an IV and a key, and it has as outputs the pseudo-random bitstream called keystream. A plaintext m is XORed bitwise with the keystream to form the ciphertext c.
Concerning the bloc ciphers, they are based on confusion an diffusion properties and operate on block of data. 
In the literature, the stream ciphers are preferred for their smaller area overhead compared to block ciphers, even if nowadays some lightweight block ciphers have been proposed and they propose an area similar compared to the stream ciphers. The preference is mainly due to the bitwise operations compared to the block operations. The stream ciphers are more adapted for serial test communication.



23

BASIC SCHEME

20/09/2018

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER

 Study of both solutions (block cipher and stream cipher)

 Assumption: original circuit embedded a crypto-core with its key 
management and storing

 Scan chain encryption solution shares the key management and 
storing already implemented
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BLOCK CIPHER-BASED SOLUTION

20/09/2018

 Implementation on scan chain with 2 PRESENT block ciphers: 
 Lightweight (1 PRESENT = 2 139 GE)
 Encryption by 64-bits block size

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER
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Original circuit

20/09/2018

MODE OF OPERATIONS

𝑺𝑺𝟐𝟐
(64 bits)

…

𝑺𝑺𝟏𝟏
(64 bits)

𝑺𝑺𝒊𝒊−𝟏𝟏
(64 bits)

Scan chain length #SFF

𝑺𝑺𝒊𝒊
(64 bits)

⇒ #SFF = Px64
⇒ No test time overhead on each pattern 

Input Scan 
Cipher

Output 
Scan Cipher

 64 bits encrypted every 32 clock cycles 

64 bits

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER
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Original circuit

Output 
Scan Cipher

20/09/2018

MODE OF OPERATIONS

…

𝑺𝑺𝟐𝟐
(64 bits)

𝑺𝑺𝒊𝒊−𝟏𝟏
(64 bits)

Scan chain length #SFF

𝑺𝑺𝒊𝒊
(64 bits)

𝑺𝑺𝟏𝟏
R+U = 64 bits

R=#SFF mod 64

Input Scan 
Cipher

U bits added

⇒ #SFF = Px64 + R
⇒ Loss of U clock cycles per pattern 

 U bits = Unused bits

64 bits

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER
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TEST TIME OPTIMIZATION
• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER

Original circuit

Output 
Scan Cipher

…

𝑺𝑺𝟐𝟐
(64 bits)

𝑺𝑺𝒊𝒊−𝟏𝟏
(64 bits)

Scan chain length #SFF

𝑺𝑺𝒊𝒊
(64 bits)

𝑺𝑺𝟏𝟏
R+U = 64 bits

R=#SFF mod 64

Input Scan 
Cipher

 Optimization by adding U FFs 
connecting to test points

64 bits

U dummy FFs

64 bits

⇒ Reduce test time overhead
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STREAM CIPHER SECURITY?

 Two-times pad: same key and IV re-used => same keystream 
generated to encrypt different data

⇒ Possible to carry out attacks if requirement is not fit

⇒ Solution: IV generated randomly at each circuit reset

20/09/2018

Stream 
cipher

𝐼𝐼𝐼𝐼

𝐾𝐾𝐾𝐾𝐾𝐾

𝑆𝑆(𝐼𝐼𝐼𝐼,𝐾𝐾𝐾𝐾𝐾𝐾)

Stream 
cipher

𝐼𝐼𝐼𝐼

𝐾𝐾𝐾𝐾𝐾𝐾

𝑆𝑆(𝐼𝐼𝐼𝐼,𝐾𝐾𝐾𝐾𝐾𝐾)

𝑅𝑅1 𝑅𝑅1⨁𝑆𝑆(𝐼𝐼𝐼𝐼,𝐾𝐾𝐾𝐾𝐾𝐾) 𝑅𝑅2⨁𝑆𝑆(𝐼𝐼𝐼𝐼,𝐾𝐾𝐾𝐾𝐾𝐾)𝑅𝑅2

Reset

⊕

⊕ 𝑅𝑅2 ⊕𝑆𝑆(𝐼𝐼𝑉𝑉2,𝐾𝐾𝐾𝐾𝐾𝐾)𝑅𝑅𝑅⊕ 𝑆𝑆(𝐼𝐼𝑉𝑉1,𝐾𝐾𝐾𝐾𝐾𝐾)

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER

Présentateur
Commentaires de présentation
However, the stream cipher has limitations. One of them is the two times pad, consisting in generating the same keystream when the same key and IV are re-used for different encryption. For example, the stream cipher encrypts a plain message m1 by XORing the keystream S(IV,Key) and after a reset if the key and IV are the same, a second message m2 is XORed with the same keystream S. This limitation leads to one vulnerability against scan attack on the existing countermeasures. I will show you in details later.
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STREAM CIPHER-BASED SOLUTION

20/09/2018

 1 TRIVIUM stream cipher (2 016 GE)
 2 Keystreams
 True Random Number Generator (TRNG) to generate random IV

 E.g. on JTAG, new instruction GetIV with a test data register IV

 Mode of operations in 2 phases: initialization and encryption

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER
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INITIALIZATION PHASE

20/09/2018

1) TRNG initialization: reach sufficient entropy to generate random number

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER
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INITIALIZATION PHASE

20/09/2018

2) Shift IV in the dedicated Test Data Register

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER
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INITIALIZATION PHASE

20/09/2018

3) Stream cipher setup

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER
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INITIALIZATION PHASE

20/09/2018

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER

Initialization phase finished
=> Encryption phase

 Test time overhead:
 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇_𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 to initialize the TRNG
 80 clock cycles to shift the IV in the register
 1 152 clock cycles for the stream cipher setup
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ENCRYPTION PHASE

20/09/2018

IVGetIV

 Send GETIV instruction 
⇒ Shift the content of the IV register out the circuit

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER
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ENCRYPTION PHASE

20/09/2018

 User can encrypt and decrypt test data with the obtained IV and
the shared secret key

• PRINCIPLE OF SCAN ENCRYPTION
• IMPLEMENTATION WITH BLOCK CIPHER
• IMPLEMENTATION WITH STREAM CIPHER
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SUMMARY

20/09/2018

1) Context of testing

2) Threats related to the test infrastructures

3) Proposed countermeasures: Scan Encryption

4) Application of the proposed countermeasures

 Integration in a SoC design

 General advantages

 Comparison between both implementations

5) Conclusion

Présentateur
Commentaires de présentation
My presentation will follow this plan: firstly I will present the principle of scan attacks, then I will present the new countermeasure consisting in the encryption of the scan chain. Then I will show the implementation with 2 ciphers: block or stream. Finally, I will conclude my talk with the comparison between both implementations.
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EXAMPLE OF SOC DESIGN

20/09/2018

• INTEGRATION IN A SOC DESIGN
• GENERAL ADVANTAGES
• COMPARISON BETWEEN BOTH IMPLEMENTATIONS

µP

FPGA

Memory

Peripherals

GSM

Secure Core
for health access

Secure Core
for bank access

Secrets

Secrets

Secrets

IR
BYP

IR
BYP

IR
BYP

IR
BYP

IR
BYP

IR
BYP

IR
BYP

SoC

TDI

TDO

INTESTBYPASS
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INSTRUCTIONS SHIFTED IN IR REGISTERS

20/09/2018

µP

FPGA

Memory

Peripherals

GSM

Secure Core
for health access

Secure Core
for bank access

Secrets

Secrets

Secrets

IR
BYP

IR
BYP

IR
BYP

IR IR
BYP

IR
BYP

IR
BYP

SoC

TDI

TDO

INTESTBYPASSBYPASS

BYPASS

BYPASSBYPASSBYPASS

BYP

• INTEGRATION IN A SOC DESIGN
• GENERAL ADVANTAGES
• COMPARISON BETWEEN BOTH IMPLEMENTATIONS
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INTEGRATION OF SCAN ENCRYPTION

20/09/2018

µP

FPGA

Memory

Peripherals

GSM

Secure Core
for health access

Secure Core
for bank access

Secrets

Secrets

Secrets

IR
BYP

IR
BYP

IR
BYP

IR
BYP

IR
BYP

IR
BYP

IR
BYP

SoC

TDI

TDO
E D

• INTEGRATION IN A SOC DESIGN
• GENERAL ADVANTAGES
• COMPARISON BETWEEN BOTH IMPLEMENTATIONS
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FINE-GRAINED ACCESS

20/09/2018

µP

FPGA

Memory

Peripherals

GSM

Secure Core
for health access

Secure Core
for bank access

Secrets

Secrets

Secrets

IR
BYP

IR
BYP

IR
BYP

IR
BYP

IR
BYP

IR
BYP

IR
BYP

SoC

 Allow to distinguish between different group of users

E D

ED

D ETDI

TDO

• INTEGRATION IN A SOC DESIGN
• GENERAL ADVANTAGES
• COMPARISON BETWEEN BOTH IMPLEMENTATIONS
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EXAMPLE

20/09/2018

µP

FPGA

Memory

Peripherals

GSM

Secure Core
for health access

Secure Core
for bank access

Secrets

Secrets

Secrets

IR
BYP

IR
BYP

IR
BYP

IR
BYP

IR
BYP

IR
BYP

IR
BYP

SoC

TDI

TDO
E D

ED

D E

BYPASSBYPASSBYPASS

BYPASS

INTESTBYPASSINTEST

 Test in the SoC of µP and GSM module by GSM operator

• INTEGRATION IN A SOC DESIGN
• GENERAL ADVANTAGES
• COMPARISON BETWEEN BOTH IMPLEMENTATIONS
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EXAMPLE
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 Test in the SoC of µP and GSM module by GSM operator

• INTEGRATION IN A SOC DESIGN
• GENERAL ADVANTAGES
• COMPARISON BETWEEN BOTH IMPLEMENTATIONS
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EXAMPLE
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µP
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Memory
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Secure Core
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⇒ No issue in the integration of the solution

E D

ED

ED𝑅𝑅1
𝑅𝑅1 ⊕ 𝑆𝑆𝑑𝑑𝑑𝑑𝑑𝑑

𝑅𝑅2 ⊕ 𝑆𝑆𝑒𝑒𝑒𝑒𝑒𝑒𝑅𝑅2𝑅𝑅1 ⊕ 𝑆𝑆𝑑𝑑𝑑𝑑𝑑𝑑 ⊕ 𝑆𝑆′𝑒𝑒𝑒𝑒𝑒𝑒

 Test in the SoC of µP and GSM module by GSM operator
 Case: encryption with stream cipher

• INTEGRATION IN A SOC DESIGN
• GENERAL ADVANTAGES
• COMPARISON BETWEEN BOTH IMPLEMENTATIONS
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GENERAL ADVANTAGES
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 Advantages of scan encryption solutions 
(both stream and block encryption):

+ Security
• Protected against scan attacks
• Protected against malicious core

+ Diagnosis and debug preserved
• Still possible in-field

+ Key management
• Re-use key management 

already implemented

+ Integration in a SoC design
• No issue

• INTEGRATION IN A SOC DESIGN
• GENERAL ADVANTAGES
• COMPARISON BETWEEN BOTH IMPLEMENTATIONS
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COMPARISON
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Stream cipher-based solution Block cipher-based solution
Conditions on 
the original 
circuit

TRNG already 
implemented

No TRNG implemented Scan chain length 
not multiple of 64

Scan chain multiple 
of 64 (insertion of 
test points)

Cost

- Area

- Test time

 Block cipher vs stream cipher

• INTEGRATION IN A SOC DESIGN
• GENERAL ADVANTAGES
• COMPARISON BETWEEN BOTH IMPLEMENTATIONS
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SUMMARY
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1) Context of testing

2) Threats related to the test infrastructures

3) Proposed countermeasures: Scan Encryption

4) Application of the proposed countermeasures

5) Conclusion

Présentateur
Commentaires de présentation
My presentation will follow this plan: firstly I will present the principle of scan attacks, then I will present the new countermeasure consisting in the encryption of the scan chain. Then I will show the implementation with 2 ciphers: block or stream. Finally, I will conclude my talk with the comparison between both implementations.
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CONCLUSION

 Need a protection on the test infrastructures (even with TEE)
⇒ Data saved and processed in Secure world can be controlled and 

observed through the scan chains

 Solution consisting in disconnecting test accesses 
⇒ Important issues with in-field diagnosis and debug
⇒ Security threats with probing attacks

 Proposition of Scan Encryption countermeasures
⇒ Preserve diagnosis and debug only for authorized users
⇒ Prevents both external and internal attacks exploiting test 

infrastructures
⇒ Study of two implementations (block cipher and stream cipher)

20/09/2018
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