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Exemples de cibles mixtes ARM+FPGA

* INTEL SoC FPGA = Xilinx Zyng
+ ARM Dual Core Cortex-A9 + ARM Dual Core Cortex-A9
+ ALTERA Cyclone V FPGA * Xilinx Artix-7 FPGA
ARM [NOERA,
ARTR Proctsor DA 28-nm FPGA
ot Cycione®V

] perpheras Arria 2V
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Architecture interne d’un SoC hétéerogene
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L’extension de la TrustZone au est-elle sure ?

» Peut-on insérer des chevaux de Troie matériels facilement
pour gu’'une application exécutée en mode normal (REE)
accede a un IP accessible uniguement en mode sécuriseé ?
Quel scénario d’attaque est-il alors envisageable ?

= Un IP non « sécure » peut-il espionner des échanges
accessibles au seul monde sécurisé ?

» La partie FPGA peut-elle accéder a la mémoire en dépit des
regles de securité ?

= Peut-on transmettre discretement de I'information
physiguement dans le SoC en dépit des regles de securité.
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Prototype de test (Xilinx Zyng-7010)

External Processing
Memory | System
Memory
Controller
Clock
Clock Controller
control ==
registers CPU Clock
FPGA Clock

Programmable
Logic

AXI
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Interconnect
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Conception du systeme mixte (Xilinx Vivado)
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E. M. Benhani, L. Bossuet, “Design a TrustZone-Enalble SoC usign Xilinx VIVADO CAD Tool,” Technical Report,
University of Lyon, 2017. http://labh-curien.univ-st-etienne.fr/~bossuet/VIVADO _TrustZone _tutorial.pdf
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Cible : AMBA AXI* Interconnect

External Processing Programmable
Memory |System Logic

M1_AXI
S1_AXI

Memory AXI a _
Controller Interconnect |
Clock e M2_AXI
Clock Controller Mo AXI s2 AXI
control == - -
registers CPU Clock
FPGA Clock [-=========ss=sssssssassanakagaay Clock
<= : Direct memory access (using AXI bus) oo :Clock wires €= :AXlbus

*ARM advanced Micro-controller Bus Architecture (AMBA) Advanced eXtensible Interface (AXI)
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Fonctionnement normal du systeme (1/2)

= En mode non securisé (REE)
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Fonctionnement normal du systeme (2/2)

= En mode securisé (TEE)
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Modification des sighaux de controle

= Corruption dAWPROT et ARPROT

ﬁ/’//
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Z ARPROT =1’ ARPROT = 0’
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3’////////////////////
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Modification des signaux d’erreur

= Corruption du signal d’erreur
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Realisation (Xilinx Zynq)

= Cheval de Troie matériel
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Modification du script TCL post-synthese

= Modification du design, suppression des signaux de sécurité d’'une connexion AXI et

forcage de AWPROT a 0 (secure)

Disconnect_net —quiet —net [get_nets design/signal_AXl_AWPROT [1] ] —objets [get_pins
design/Interconnect/S_AXI_AWPROT[1]]

Create_net new_net
Connect_net —hier —quiet —net new_net —objets design/constant
Connect_net —hier —quiet —net new_net —objets [get_pins design/Interconnect/S_AXi_AWPROT[1]]

= Modification de la sécurité d’un IP dans le controleur de I’AXI interconnect :
Set_property CONFIG.MO0_Secure true [get_bd_cells AXI_Interconnect]

= Modification de I'initialisation d’'une LUT aprés synthétise (cible AXI crossbar) :
Set_property INIT “32’h000000EOQ” [get_cells cell_name]

20 septembre 2018 - L. Bossuet GDR SoC? - GDR Sécurité Informatique




1| LABORATOIRE
2/ HUBERT CURIEN

N MR - CNRS « 5516 « SAINT-ETIENNE

Scenario d’attaque envisageable

processing_system?_0

ooR +|[k

mE o +|[k

n soio.0 +||

— M_AXI_GPO_A PrOCGSSIng 119000 ‘Il = -
- IR0 FIPO MAA_0P0 ¥ T 5 e

53 B5 AV mencir

0_WAV T = -
B ot i SVStem oy o Lo attack_0 T
TVCO WAVEZ OUT p= 5 i-hsig_m[lzo] "i::::_mm’
ey, :

“‘_m‘l‘;:_'{:"‘h Iy -....;_;,g_mu:o]h g rout(1:0]m- »5_AXT_welnts

rig_1 $ig WOUR[1:0 e -1 S AXI_wstrt

g .2 #5_AXI_pevolid

«5_AXI wroacy

H5_AMI_bresp

5 AL Dvald

=S_AMT_braady
B 2x meaiar
F5_AM_arprot
w5 R arvalid
5_AXI_armeady
<5_AX1_rdata
A5_AM]_rresp

? 1 e [ e e O o o e o T o o O |

5 _AXI_ rvalic
= 5_AXI_rready

Disconnect_net —quiet —net [get_nets design/signal_AXI_AWPROT [1] ] —objets [get_pins design/Interconnect/S_AXi_AWPROT[1]]
Create_net new_net

Connect_net —hier —quiet —net new_net —objets design/constant
Connect_net —hier —quiet —net new_net —objets [get_pins design/Interconnect/S_AXi_AWPROT[1]]
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Demonstration of Security Threats from Malicious
FPGA Tools and Corresponding Countermeasures

Zhiming Zhang, Jaya Dofe, and Qiaoyan Yu
Dept. of Electrical and Computer Engineering
University of New Hampshire
Durham, NH 03824, USA
zz1017@wildcats.unh.edu

I. DESCRIPTION OF THE RESEARCH R et e o e

Field Programmable Gate Arrays (FPGAs) enter a rapid
growth era due to their attractive flexibility and CMOS-
compatible fabrication process. Because of the high demand -
on the FPGA usage in data processing, industrial, automotive, T
consumer electronics, telecom, military and aerospace, FPGA {
market achieves a compound annual growth rate of 8.4% [1].
The increasing popularity of FPGAs also attracts attacker’s
attention because high improper benefits may be obtained once
the FPGA-based system is manipulated. To protect FPGAs
from being attacked, a great amount of works on FPGA
security have been done [2]. Existing works primarily focus
on reverse engineering the downloaded FPGA configuration,
retrieving the authentication code or crypto key stored on
the FPGA memory, and countermeasures for the security
threats above. However, there are limited works addressing
the security threats from malicious FPGA design software,
which could harm the integrity of a design running on SRAM
FPGAs [3]. In this demo, we introduce the potential security
vulnerabilities of computer-aided design (CAD) tool. This
group of attacks are implemented on the CAD tool which is
used to generat-: bitstream so that the FPGA behavior can be
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Corruption de I’AXIl interconnect

= Mémorisation de I'lD de I'lP sécurisé

% 7
7 AXI Interconnect
Write Condition
channel for write
:i ..... SecureIPID llll* llllllllllllllll 'I llllll r
§ I Non- SECUfelpl[)il-l* ----------------- -r ------- '-'
: - 010110
: | z | I -
2 ID: 2 .
'oolgo.oo . t.l!!E FIFO ! I E
: 010110 I -
! . : :
1 | -
I Secure IP ID — — o omm mmy oE
=i == * ™
Non- secure |P ID [€= == L —
Read Condition
i Secure ; channel forread
D

N. Fern, I. San, C. K. Koc,, K.-T. T. Cheng, “Hardware Trojans in Incompletely Specified on-Chip Bus Systems,”
Proc of the 2016 Conference on Design, Automation & Test in Europe - DATE 2016
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Corruption de I’AXIl interconnect
= Récuperation d’'ID
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N. Fern, I. San, C. K. Koc,, K.-T. T. Cheng, “Hardware Trojans in Incompletely Specified on-Chip Bus Systems,”
Proc of the 2016 Conference on Design, Automation & Test in Europe - DATE 2016
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Cible 1 : Memory Controller

External
Memory

Clock
control
registers

<> : Direct memory access (using AXI bus)
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Cible 2 : TZ Configuration Registers

External
Memory

I Memory I AXI
Controller _ Interconnect

Configuration S_AXI|==>|MO_AXI 52_AX1
registers

= Nécessite la connaissance du mapping mémoire des registres de configuration de la TrustZone
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TZ Configuration Registers

DMA
Controller

Other
IPs
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Acces direct a la méemoire externe
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Interconnect

External memory AXI
- Store a malicious code __ ith
- Stole a secure key g Controller I/ Memory wiItn a
Z Interconnect
¢/ master port

N. Jacob, J. Heyszl, A. Zankl, C. Rolfes, G. Sigl, “How to Break Secure Boot on FPGA SoCs Through Malicious
Hardware,” Proc. IACR Cryptographic Hardware and Embedded Systems - CHES 2017
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Détection automatique et rapide de contrefagons (2015)

= Transmission de données sans contact sur le canal électromagnétique

= Transmetteur BFSK ultraléger Enable

Input data

VRAI FAUX
intel intels

pentiums pentium™

[ T e Ay g L e B~y oy
e ‘ ST i

fréquence
ETAPE 1 : lecture de l'identifiant du circuit ETAPE 2 : seul le vrai circuit
intégré par le rayonnement envoie la bonne information

L. Bossuet, V. Fischer, P. Bayon, “Contactless Transmission of Intellectual Property Data to Protect FPGA
Designs,” Proc. 23nd IFIP/IEEE International Conference on Very Large Scale Integration - VLSI-SoC 2015
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Dynamic Voltage and Frequency Scaling

= Management de la consommation de puissance des processeurs et
SoC modernes

4 Puissance

Puissance

Puissance dynamique

Puissance
statique

Temps

M. Auguin, F. Verdier, H. Affes, “Techniques de gestion de puissance dans les systems sur puce” Techniques de
I'Ingénieur, H8270, 2016

A. Tang, S. Sethumadhavan, S. Stolfo, “CLKSCREW: Exposing the Perils of Security-Oblivious Energy

Management” USENIX Security Symposium 2017
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Cible : Clock Controller

E. M. Benhani, L. Bossuet, “DVFS as a Security Failure of TrustZone-enabled Heterogeneous SoC,” Proc. 25th
IEEE International Conference on Electronics Circuits and Systems (ICECS 2018).
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(1) Transmission vers I’extérieur (rayonnement EM)

Algorithm 1: Frequency modulation

Spectrum Analyzer

Input: data to transfer
for 1=data to transfer sizeto 0 do

if (data_to transfer[1] = 1) then
actuel CPU freq = freq 1I;
loop for Tempo 1;

else
actuel CPU freq = freq 1I;
loop for Tempo 2;

|

[l

EM Probe

Computer

end if; . 1A
actuel CPU freq = freq 2; T
lUDp fDI’ T EFHPG__?; Development board

end for;

Freq_1 =433MHz / Freq_2 = 325 MHz

GDR Seécurité Informatique
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(1) Transmission vers I’extérieur (rayonnement EM)

Variation temporelle de I’amplitude de la raie spectrale a Freq_1 = 433MHz
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Conclusion

= Preuves de concept de plusieurs chemins d’attagues
possibles ciblant I'extension de la TrustZone dans un
SoC complexe hetérogene (FPGA + ARM)

= Le concepteur doit prendre en compte ces chemins
d’attaques
+ Evaluation de la sécurité des IP externes
+ Protection des outils de CAO (conception de confiance)
+ |solation au niveau AXI des IP secure/nonsecure

¢+ |solation au niveau mémoire des acces IP (FPGA) et processeur
+ Considérer des chemins d’attaques complexes
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Ces travaux font partie du projet

“Ce projet est financé dans le cadre du 20™e appel a
projets de R&D du Fonds Unique Interministériel (FUI)”
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/ —
£ Ul OLIRMM

Saint-Etienne
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